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Abstract: An innovative approach for modeling and simulation algorithms to optimize data traffic in computer
networks is presented. The proposed methodology for finding solutions, such as plug-in devices between the
parties of communication, which allow for secure and compressed data transfer is briefly described. This paper
shows the perspective of the research needed to find appropriate algorithms, including artificial intelligence and
neural networks, and then the necessity to develop model and simulate processor architecture of the mentioned
properties in real time. The approach is based on modeling using modification of Petri nets called Hardware Petri
Nets implemented in form of CAD software. The hardware implementation will be on specific universal balanced
architecture on Field-Programmable Gate Array (FPGA).
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Introduction

The aims and objectives of this research using compu-
ter networks have become ubiquitous – without this method
of communication and data exchange one can not imagine
one’s life or work. Data transmission technologies allowing
the increase of communication speed are intensively deve-
loping all the time.

Two very important elements in data exchange are con-
fidentiality and credibility, which ensure that the data co-
mes from a proper and trusted source. These aspects of data
transmission are important not just for individual users of
computer networks, but also enterprises, particularly those
with branch offices located in different places, financial in-
stitutions (banks), government offices and all other organi-
zations. Electronic transactions have to be free from phi-
shing and manipulation of data content. There are many
methods of encryption and compilation of secure connec-
tions, but they have complicated configurations and are
very expensive. Our main research goal is a technical ana-
lysis of computer networks traffic optimization for data en-
cryption and compression. The selection and development
of solutions, less expensive than currently available on the
market, as well as simpler in configuration, will be done.
The current methods of encrypting data traffic are offered
by companies in the form of complex solutions and dedica-
ted devices. The implementations of such solutions require
trained personnel and a significant investment of financial
resources. Proposed solutions in the form of a module that
plugs into the network of both the sender and the reci-
pient’s cabling sides, which would satisfy the task of en-
cryption and compression in real time, and would greatly

simplify the compilation of secure connections of two di-
stant points in the network. By choosing the appropriate
algorithms, including methods and techniques of artificial
intelligence (AI), it is possible to create a model and to si-
mulate the processor architecture implementing the process
of encryption and data compression sent over the network
in real time. The developed solutions, having verified es-
tablished operating parameters, can be used in other phy-
sical project implementations of network compression and
encryption modules.

Objectives of Proposed Research and Solutions

The first research task should be focused on examining
the possibility of using genetic algorithms (GA) for opti-
mum choice of methods and algorithms to encrypt and com-
press data sent via computer networks. Cryptography is a
basic tool for protecting and securing data. Security pro-
vides safety, reliability and accuracy. GA is typically used
in order to obtain solutions for optimization and search
for problems. In cryptography the selection of the public
key is a selection process in which keys can be categori-
zed on the basis of their fitness function, making GA a fine
candidate for the key generation. A new approach for the
e-security applications using the concept of genetic algori-
thms with pseudo random sequence to encrypt and decrypt
data stream is proposed. Encryption and decryption algo-
rithms try to convert data to other secured data in real
time. Many different data encryption and decryption me-
thods have been defined to keep the security of these data.

Genetic algorithm is a special kind of stochastic search
algorithm that depicts the biological evolution as the pro-
blem solving technique. GA works on the search space cal-
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led population [1]. Each element of the population is cal-
led as chromosome. GA begins with randomly selecting a
set of feasible solutions from the population. Each chromo-
some is a solution by itself and is evaluated for fitness. This
fitness defines the quality of a solution. GA uses an adap-
tive heuristic search technique which finds the set of best
solutions from the population. New off springs are gene-
rated/evolved from the chromosomes using operators like
selection, crossover and mutation. Most of the fit chromo-
somes are moved to the next generation and the weaker
candidates get less chance for such relocation. This is be-
cause GA is based on the principle of Darwin theory of
evolution, which emphasizes that the ’survival of the fit-
test’. This process repeats until the chromosomes have the
best solution to the given problem [2]. Finally, the average
fitness of the population increases at each iteration, so by
repeating the process many times, better results are disco-
vered. GA has been widely studied and experimented on in
many fields of engineering as well as for nonlinear program-
ming like traveling salesman problems, minimum spanning
tree, scheduling problems and many others.
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Fig. 1: Genetic Algorithm Evaluation Flow

Because the genetic algorithm technique follows from
the principle of natural evolution (see Fig. 1) the idea of
natural evolution is used in the proposed algorithm: first
guessing the all possible solutions and next combining the
most appropriate solutions to create a new generation of
solution which will be better than the previous generation
and will give a better fitness value.

Several solutions have been proposed in this area. For
the first time in 1993 in the papers by Spillman [3,4] a ge-
netic algorithm based approach for the cryptanalysis of a
substitution cipher and another for the cryptanalysis of a
knapsack cipher was presented. In these papers the possibi-
lity of random type search to discover the key (or key space)
for a simple substitution cipher was explored. In the same
year Mathew [5] used an order based genetic algorithm for

cryptanalysis of a transposition cipher. Kumar [6] descri-
bed an encryption method with the use of crossover ope-
rator and pseudo-random sequence generator by NLFSR1

method. A pseudo-random sequence gives the crossover po-
int, and, hence, a fully encrypted data is achieved. Kumar
and Raj [6] have extended the idea further and have used
the mutation after the encryption.

Garg [7] indicated that the efficiency of a genetic algo-
rithm attack on the knapsack cipher can be improved with
variation of initial entry parameters. Nalini [8] compared

the attack of SDES2 using optimization heuristics techni-
que and GA based techniques. The results showed that GA
based approach minimizes the time complexity. In the other
paper Garg [9] explored the use of memetic algorithm as
an extension of the traditional genetic algorithm to break
a simplified data encryption standard algorithm.

Singh et al. [10] provides a new method of security that
is the e-security with the help of GA and pseudo-random
sequence, just to encrypt and decrypt the data.

The speed of the algorithm is good at the time of en-
cryption process as well as safe and reliable because of the
lack of knowledge about pseudo-random sequence and mu-
tation string. Sindhuja et al. [11] gave a symmetric key
crypto-system with the help of GA. Firstly, plain text is
converted in the form of a matrix that is a key matrix and
a text matrix; secondly, an additive matrix is produced by
adding both the text and key matrices.

Analysis and testing the possibilities of the mentioned
algorithms of implementation (next task) in programmable
circuits will be done using Petri nets [12–14]. 
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Fig. 2: Petri Nets Model of System of Balanced Bit-serial Shared Memory
Universal Architecture

Figure 2 shows a Petri net model of universal compu-
tational architecture given in Figure 3. Usually, modeling
1NLFSR – Nonlinear Feed Forward Shift Register
2SDES – Session Description Protocol Security Descriptions
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Fig. 3: System of Balanced Bit-serial Shared Memory Architecture (based
on [15])

the real digital systems is done in hardware description lan-
guage (HDL) [16]. Utilizing an HDL project it is possible
to use one of many groups from different manufacturers of
chips to design and implement systems in a programma-
ble FPGA devices. Designed in this way the programmable
systems require appropriate performance testing. Unfortu-
nately, the preparation of appropriate error free vectors of
testing is time consuming and in the case of parallel sys-
tems is often not possible. Therefore, the use of tools in
preparation of test vectors appear to be appropriate, i.e.
based on the Petri nets theory.

Exploring the possibility of mapping and validating al-
gorithms on reconfigurable processor architecture imple-
mented in programmable circuits can be done by formal
methods or simulation applying graphical tools. During si-
mulation every event which occurs step by step will be pla-
ced in a time graph. Every fired transition corresponds to
the high logical level (digital one) and no fire, low logical
level (digital zero).

In Fig. 4 the scheme of simulation based on the Petri
nets theory step by step the behavior of the modeled sys-
tem is showed. Tracking the simulation process it is possible
to check in which moment the given tasks are running and
there are no problems with their action. A displayed time
graph corresponds to control vectors of developed system
architecture. Such data can be easily applied to simulation
process using tools for simulation programmable devices
e.g. ISE WebPack [17] or ModelSim. That allows for verifi-
cation of compliance with the requirements of the solutions
working in real time.

Suchacka [18] studied the specific Web traffic in the Web
server systems of the business-to-consumer sites. It was ob-
served that the traffic is highly variable and explosive.

The other interesting approach of the modeling of the
computer network traffic, and confirming the results of Su-
chacka, is based on the observation that the data traffic
has a self-similar character [19]. It was found that the thic-
kening and thinning of traffic in the course of events does
not depend on the time scale (like seconds, minutes and

hours) [20]. To measure the self-similarity of the processes
the Hurst coefficient H was used

H = 1− β

2
,

where β is the measure of the vanishing variance of the
distances between packet streams with respect to the gra-
duated time. The proposed simulator using the Markov Mo-
dulated Poisson Process together with the Long Range De-
pendencies algorithm by Salvador and Valadas [21] yields
very good results as compared with real data.

One of the most important goals of the modeling and
simulation of the computer network traffic is the forecasting
of the intensity of traffic. An interesting approach based on
the econometric models is presented in [22].

Methodology and Required Tasks
and Objectives of the Research

According to the goals of the proposed research, the
tasks and objectives to fulfill are given below:

Task 1: Research on the theoretical and numerical opti-
mization methods of traffic on computer networks,
taking into account encrypting and compressing the
data in real time. The study will be developed using
theoretical mathematical models and numerical algo-
rithms compressing and decompressing the data and
algorithm to encrypt and decrypt the data. There will
be also a study on expanding the theoretical basis and
the interpretation of the optimization of experimen-
tal data compression, and encryption of data using
genetic algorithms and artificial neural networks. The
theoretical and numerical modeling and simulation of
the processor architecture performing compression al-
gorithm and encrypting data on computer networks
in real time will be developed. For this purpose, they
shall be deposited with research tools: encryption the-
ory, methods, and data compression methodology, ge-
netic algorithms, artificial neural networks, cellular
automata algorithms, numerical simulations of dy-
namic process simulation, modeling algorithms as a
function of the properties of network structures.

Task 2: The use of computer techniques to optimize traf-
fic over computer networks taking into account the
encryption and compression of data in real time. The
development of numerical methods for modeling and
simulation of the processor architecture performing
compression algorithm and encrypting data on com-
puter networks in real time. The development of a
computer technician algorithm for compressing and
decompressing data, the algorithm encryption and
decryption of data compression process optimization
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 Fig. 4: Simulation of Five Steps of Three 8-bit Shift Registers Block Modeled by Petri Nets

methods and data encryption using methods and ar-
tificial intelligence techniques.

Task 3: Studies on the use of modern methods of compu-
tational intelligence in modeling processor architec-
ture performing compression algorithm and encryp-
ting data on computer networks in real time. This
concerns mainly the use of genetic algorithms, artifi-
cial neural networks and cellular algorithms.

Task 4: The application of experimental methods: iden-
tification of a data packet transport characteristics
and properties of encryption algorithms, data com-
pression, data traffic, optimization of real-time mo-
deling and simulation data traffic network.

Scheduled tasks will be largely based on past experience
and our knowledge related to the theme of the project. In
particular in the area of computer networks, programmable
systems, optimization methods and techniques of artificial
intelligence, modeling and simulation of processes, informa-
tion, and statistics.

The Work Packages of Planned Research

To achieve presented goals stated in the paper, the fol-
lowing work packages should be done:

WP1: An examination of knowledge of encryption and
data compression in computer networks in real-time.

WP2: An analysis of algorithms which compress and de-
compress data transmitted in real-time across com-
puter networks.

WP3: An analysis of optimization of data traffic on the
network using the methods and artificial intelligence
techniques.

WP4: An analysis of algorithms to encrypt and decrypt
transmitted data in real time across computer ne-
tworks.

WP5: An application of optimization methods of compres-
sion and encryption of network traffic in real-time
using genetic algorithms, algorithms phones, and ar-
tificial neural networks.

WP6: Modeling and simulation processor architecture per-
forming compression algorithm and encrypting data
on computer networks in real time.

WP7: Verification, checking and testing of optimal solu-
tions for streaming data network.

WP8: A study of the possibility of mapping algorithms on
reconfigurable processor architecture implemented in
the programmable circuits.

Summary and Future Work

The planned result of scientific research will be to de-
velop practical solutions, and select and implement the ap-
propriate algorithms for compression and data encryption
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implemented in real-time reconfigurable processor architec-
ture.

The result is a practical model of the processor archi-
tecture of network module which plugs into the structured
cabling infrastructure in two distant points whose purpose
is encryption and data compression. This will allow a sim-
pler and cheaper way to set up connections encrypted data
compression.
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